Stop advanced threats on
Salesforce and eliminate

cyber risk

Salesforce platform plays an essential role in helping
you run your operations, but also opens new attack
vectors for cyber criminals. While Salesforce provides
infrastructure security, it's important to note that as a
shared cloud security responsibility, protecting the data
going in and out of Salesforce is your responsibility.

WithSecure™ Cloud Protection for Salesforce helps
safeguard your cloud environment against advanced
cyber threats in real-time. All incoming and outgoing
files and URLs are scanned for ransomware, malware,
viruses, trojans, and phishing links. You get constant
visibility into your content security status and can hunt
threats with comprehensive reports and analytics.
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The bespoke solution is designed in collaboration with
Salesforce ensuring that it's perfectly integrated with
the platform. You can also easily integrate it to your
SIEM. Our click-and-go solution helps you protect your
data according to shared cloud security responsibilities
without tedious deployment projects.

Ward-off and hunt threats
on your Salesforce cloud:

@ Advanced Threat Protection

» High-fidelity detections of known and unknown malware

* Protection against phishing links

* Powered by multi-stage content analysis, real-time threat
Intelligence, Al, and sandboxing

@ Real-time protection and visibility

« Automated scanning on upload and download

 Flexible on-demand and scheduled scans

* Click-time URL protection against dormant and mutating
cyber threats

* Real-time visibility with full forensics trail for threat hunting

@ Click-and-go security - made with Salesforce
» Natively integrated, purpose-built in close collaboration

with Salesforce
* No single point of failure, no additional middleware,

connectors, configuration hassle, or additional hosting costs

« Up and running in minutes giving you instant value




How WithSecure™ Cloud Protection for
Salesforce keeps your environment safe

GYour user uploads files or URLs to your Salesforce platform, for example,
via web forms, community portals, emails, or third-party applications. The user
could be an attacker slipping in phishing links or malicious files disguised as
something benign.

9 WithSecure™ Cloud Protection for Salesforce intercepts and scans all entering
and leaving content for threats using multi-stage content analysis process. Your
data stays in Salesforce — only files that require deep behavioral analysis are sent
to a cloud-based threat analysis platform encrypted and anonymized with zero
user information.

@ If a threat is detected, your admins are automatically alerted, and the end-user
is notified that content was blocked, advised on what to do next, and further use of
the content is prevented.

Q Your incident response is sped up by advanced security analytics with full audit
trails. Your security team can see what has happened and investigate efficiently.

@ You can easily integrate metadata, alerts, and workflows to your SIEM or other
third-party security systems.
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Co-secure the world with us

WithSecure™ is cyber security's reliable partner. Our experience
and capability, developed over 30 years, protects more than
140,000 businesses around the world. Businesses across
industries trust us for outcome-based cyber security to protect and
enable their operations. As an end-to-end cyber security house,
we offer comprehensive threat hunting and consulting services,
and develop our award-winning security technologies with a deep
understanding that our in-house research unit and hands on field
experience provides.

Take it for a spin



https://appexchange.salesforce.com/listingDetail?listingId=a0N3A00000EFntJUAT&tab=e

